Abstract. In this paper, we propose a virtual storage system based on the multiple embedded devices in IoT environments, which builds the storage by reusing the remaining storage space of the existing embedded devices. The virtual storage system consists of a client, a gateway and multiple embedded devices. The client transmits various types of data to the gateway. The gateway divides the data transmitted from the client as the multiple blocks, and then transmits each block considering the remaining storage space of the embedded devices. The embedded device stores the blocks transmitted from the gateway or returns the current storage information. We implement the proposed virtual storage system to verify the feasibility of the proposed system. The implementation results show that the proposed virtual storage system has the advantages in terms of cost-efficiency and scalability.
Introduction
Recently, the amount of data generated by individuals is exploding as the personal smart devices have become popular [1] . Therefore, there is an increasing interest in storage technology to store the personal data efficiently. Traditionally, users use a cloud system or network attached storage (NAS) to store the personal data. However, the cloud system is vulnerable to security, and provides the limited capacity [2] . Moreover, NAS has the limitations in terms of the cost and scalability.
In this paper, we propose a virtual storage system based on the multiple embedded devices in Internet of Things (IoT) environments to provide the costless and scalable storage system [3] [4] [5] . In the proposed system, the storage is virtually built by reusing the remaining storage space of the embedded devices employed in IoT environments. To this end, we divide the storage space of the embedded devices into the private data and sensing data spaces, and then share the private data space of the multiple embedded devices to use them as a single storage. In order to store the data, the gateway divides the data transmitted from the client into the multiple blocks, and assigns the metadata to each block, which contains the information where the block is going to be stored. Then, the gateway transmits the blocks to the embedded devices referring to the metadata. To verify feasibility of the proposed virtual storage system, we conduct the implementation by using the C/C++. The implementation results show that the proposed system is more cost effective and scalable than the existing storage systems. Figure 1 shows an architecture of virtual storage system that consists of a client, a gateway, and the multiple embedded devices. In the figure, the client transmits to the gateway to store its data to the multiple embedded devices. The data type can be various, for instance documents, images, and video.
Virtual Storage System based on Multiple Embedded Devices
Upon receiving the data, the gateway performs two major functional operations.: 1) data management and 2) storage management. In the former, the gateway divides the data transmitted from the client into the multiple blocks. Then, it creates the metadata considering the remaining storage space of the embedded devices, and assigns the metadata including the identification of the embedded device where the block is going to be stored to each block. In the latter, the gateway monitors the remaining storage space of each embedded device by using the message exchange among them, and maintains it as a table. Note that, this monitoring information is used for metadata creation.
Finally, the embedded devices divide their storage into two types of spaces: private data space and sensing data space. The proposed virtual storage system only uses the Advanced Science and Technology Letters Vol.143 (AST 2017) private data space. The private data space is only used to store blocks transmitted by the gateway. If it receives the same block, it drops the corresponding block. The private data spaces of the multiple embedded devices are shared and managed by the gateway, thereby the client can use them as a single storage. Meanwhile, the sensing data space is used to store the collected sensing data for the targeted IoT service.
Implementation and Evaluation

Fig. 2. Total size of the received data for various numbers of embedded devices
To imlement the system, we use the Raspberry Pi3 as the embedded hardware platform, and develop the application of them running on the Linux operating system by using the C/C++. To verify the feasibility and scalability of the system, we check the variation of the total size of data received by each embedded device when the number of embedded devices changes. Figure 2 shows the total size of data stored in embedded devices. Overall, the total size of received data decreases, when the number of embedded device increases. This is because, the data is divided in to the multiple blocks, and the divided blocks are stored to the embedded devices in distributed manner.
Conclusion
This paper presents the virtual storage system based on the multiple embedded devices in IoT environments. The proposed system is designed to reuse the remaining storage space of the multiple embedded devices for storing the client's data. We implement the proposed system by using the Raspberry Pi3 to evaluate the feasibility and scalability. The evaluation results show that our proposed system is more cost effective and scalable than the existing storage systems.
